
Žan Črnivec - zcrnivec@cisco.com
Systems Engineer, Global Virtual Sales
25.5.2023

Kakšni so trenutni trendi in kako se ustrezno zaščititi?
Spletno ribarjenje oz. “phishing”
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Spletno Ribarjenje 
(Phishing)

• Phishing is a technique where a 
threat actor tricks their victim into 
disclosing personal information. The 
attacker will usually take that 
information to perpetrate future 
attacks or crimes.
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Types of Phishing Attacks

• Spear phishing – Spear phishing targets specific individuals instead of a wide group 
of people.

• Microsoft 365 phishing - The methods used by attackers to gain access to a 
Microsoft 365 email account are fairly simple and becoming the most common

• Business email compromise (BEC) - BEC is carefully planned and researched 
attacks that impersonate a company executive vendor or supplier.

• Whaling - When attackers go after a "big fish" like a CEO, it's called whaling.

• Social media phish - Attackers often research their victims on social media and other 
sites to collect detailed information, and then plan their attack accordingly.

• Voice Phishing (aka "vishing") - Common social engineering technique whereby 
attackers try to trick employees into divulging sensitive information over the phone

Source: https://www.cisco.com/c/en/us/products/security/email-security/what-is-phishing.html
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Email is still the #1 threat vector
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Administering email 
is a pain

• Routing issues

• Disk quotas

• Bouncebacks

• Users can send but not 
receive emails…

• …receive but not send…

• …or they flat out cannot send 
or receive! 

Cloud-based email services 
remove many of the 
headaches, simplify the user 
experience, and save money.
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Attackers have 
taken notice • Malicious actors launching 

phishing campaigns

• Pose as Microsoft

• Targeting Office 365 users

• Attempt to steal account 
credentials

• Log in to accounts an 
perform malicious activity
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A successful 
compromise allows 
attackers to:

Spread malware, spam, 
and phishing emails from 
within the internal 
network.
Carry out tailored attacks 
such as spear phishing 
and Business Email 
Compromise.
Target partners and 
customers.
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Attackers can also 
perform further 
malicious activity:

Obtain global company 
email address lists.
Scan mailbox for other 
credentials, personal 
information, or company 
information.
Attempt to gain further 
access to company 
resources.
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How does it work?

Attacker sends a 
phishing email 
that appears to 

come from 
Microsoft or 

another trusted 
source.

User clicks on 
link in the email, 

which brings 
them to a page 
mimicking the 

Office 365 login 
page.

User enters login 
credentials, 
which are 

scooped up by 
the attackers.

The fake page 
does nothing, 
says that the 

login is incorrect, 
or redirects the 
user to the real 
Office 365 login 

page. 

Username:

Password:
john_doe

******
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”Phishing ni nova stvar. Ali se je 
sploh kaj spremenilo v zadnjih 
nekaj letih?”



11© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential   

Umetna Inteligenca

ChatGPT
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Phishing as a Service 
“Greatness”

• The service consists of three 
components:
- Phishing Kit (which contains the 

admin panel),
- Service API
- Telegram bot or email address

Read more about it: https://blog.talosintelligence.com/new-
phishing-as-a-service-tool-greatness-already-seen-in-the-wild/
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Kako se lahko zaščitimo?



© 2017  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

How does it work?

Username:

Password:
john_doe

******

How can Cisco help?
Cisco Email Security 
identifies and blocks 
the phishing email.

Cisco Umbrella blocks 
access to the phishing 
web site, protecting the 

user.

Duo’s multi-factor 
authentication can prevent an 
attacker from logging in, even 
with valid credentials

Running regular phishing 
exercises can train users to 
recognize phishing emails.

Cisco Talos gathers telemetry at each stage of the attack and feeds it back to all 
Cisco Security products, causing future attacks to be less successful.
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DNS is the Critical Lifeline of the Network

Every Possible Device All Network Architectures All Operating Systems
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Where Does Umbrella Fit?
Malware
C2 Callbacks
Phishing

HQ

Sandbox

NGFW

Proxy

Netflow

AV AV

BRANCH

Router/UTM

AV AV

ROAMING

AV

First line
Network and endpoint

Network and endpoint

Endpoint

It all starts with DNS

Precedes file execution 
and IP connection 

Used by all devices

Port agnostic
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Cisco Umbrella

SD-WAN ON/OFF NETWORK DEVICES

Cisco Umbrella

Integrated security 
platform

SecureX
DNS-layer
security

Cloud-delivered
firewall (w/ IPS)

Secure 
web
gateway

Cloud access
security 
broker

Interactive 
threat 
intelligence

Remote 
browser
Isolation

Data
loss
prevention

Cloud 
malware 
detection

Meraki MX
Viptela

‣ Visit our website to learn more
www.umbrella.cisco.com/products
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URL reputation

File reputation
and analysis

Sender 
reputation

Content 
scanning

Spam 
protection

Malware Phishing / BEC Internal Threats Account Takeover

Email
Threat

Defense

ETD: Comprehensive Attack Protection
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No Risk to mail 
delivery

Email Threat Defense: Easy to Deploy 

Two-Step 
deployment

Instant Tracking & 
Reporting 

ü Fully Functional in 5 
mins

ü No Operational Risk

ü No Changes to mail 
flow or DNS

ü Track all messages, 
including Internal

Highlights
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Business Email 
Compromise

Scam 

Simplified 
Threat 

Reporting 

Account Take 
Over 

Candidates
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Product protectionCisco Email Security includes 
machine-learning technologies 
can use leverage behavioral 
analytics to spot deception-
based threats.

Umbrella can be used to identify 
and block domains involved in 
phishing attacks.

Cisco Threat Response can be 
leveraged to determine if actors 
behind phishing attacks are 
attempting to gain access to 
your network in other ways.

Duo’s multi-factor 
authentication can prevent 
malicious actors accessing 
compromised accounts.
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Call to Action!

• Cisco Umbrella
- Info: https://umbrella.cisco.com/products/dns-layer-network-security
- Trial: https://signup.umbrella.com/

• Cisco Email Threat Defense
- Info: https://www.cisco.com/site/us/en/products/security/secure-email/index.html
- Trial: https://cs.co/cmd-trial

• Duo MFA
- Info: https://duo.com/product/multi-factor-authentication-mfa
- Trial: https://signup.duo.com/
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Vprašanja? zcrnivec@cisco.com




